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TULEVAISUUDEN YHTEISKUNTAAN VAIKUTTAVAT MUUTOSTEKIJAT

TULEVAISUUDEN
TUTKIMUS- JA KEHITYS-
TOIMINTA

PALVELUTUOTANNON

PAKOTETAAN INTEGROITUVAT
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AIKAISUUS

YHTEISKUNNAN
DIGITALISOITUMINEN,

KAUPUNGISTUMINEN,
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JULKISEN PALVELUN ALY KAUPUNGIT JA TYOELAMAN A

LAADULLE ALY YHTEISKUNTA MUUTOKSET SAHKOISET PALVELUT,
- OBOTIIKKA, DRONET/RPA BIG
UUDET ALY MAAILMA
DATA
EKOSYSTEEMIT
YMPARISTOLLISET CANSAINVALINEN SOTILAALLINEN VANHENTUNEET RAKENTEET
PAINEET (MM. ILMASTON ! LITTOUTUMINEN, JA IKAANTYVA

KIRISTYVA KILPAILU TERRORISMI INFRASTRUKTUURI AVOIN
DATA

MUUTOS, SAATUMINEN,
VESI, ...)

BUDJETTEIHIN
LUTTYVAT
RAJOITUKSET

VIRANOMAISIIN,
KAIKKIEN TOIMIJOIDEN
KESKINAINEN
LUOTTAMUS

IKAANTYVA VAESTO
MUUTTOLIIKKEET,

POLITIKKOJEN
JA BUDJETTITALOUDEN
VAIHTELEVUUS

N IHMISET /’ ///
KESKEISTEN VALTIOIDEN JOHTAJIEN N YRITYKSET, YHTEISKUNTA, w
TOIMINTA ERI TILANTEISSA S TURVALLISUUSVIRANOMAISET z

Kyber-turvallisuus
Kansalaisen turvallisuus
Lainsaadanto
Digitalisaatio

MODIFIED FROM MARC JADOUL AND JACQUES VERMEULEN | NOVEMBER
20,2014 | ARTICLES, BUSINESS



TULEVAISUUDEN YHTEISKUNTA

VISIO:
1. TULEVAISUUDESSA KAIKKI ON YHDISTETTYNA KAIKKEEN

(INTERNET OF EVERYTHING => IoE = THE INTELLIGENT
CONNECTION OF PEOPLE, PROCESS, DATAAND THINGS) (=>
KYTKETTY YHTEISKUNTA, KYTKETTY MAAILMA)

2. KANSALAISET JAKAVAT KAIKEN
(MAHDOLLISEN) KESKENAAN

3. KANSALAISET SAAVAT KAIKEN TIETONSA
REAALIAIKAISESTI MISSA TAHANSA, MILLOIN
TAHANSA, (AJASTA JA PAIKASTA RIIPPUMATTA)
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QMART O Changeés and challenges in

Covernmental / administrative wireless technology

Quantum world

- computer programming, languag directing - outdoor — indoor interferencies
- secure cybernetlc_ communicatio - Ie_gl_slafuon_ - indoor interferencies
- quantum computing - digitalization - use of frequencies

- quantum encryption

- quantum communication
- neural interfaces

- bio hacking

- Quantum teleportation

- economy and budgeting

- cyber security

- CO-operations

- co-ordinations

- follow-up and supervision

- zero-energy houses

- impulse response and simulation
- energy efficiency

- capacity efficiency

- cost efficiency

-- - base economy, service bases

Citizen records?

» Customer credit card transactic

* Customer mailing and email li
« Customer support information

« Customer warranty information
= Sitizen tax Information

» Patient health or medical record:s
« Employee payroll records

« Employee email lists

* Employee health and medical re
* Business and personal financial
» Marketing plans

» Business leads and enquiries

* Product design and development
* Legal, tax and financial correspc
« Building informations

« Car, Motorbike, Ships informe
« Summercottage Information
» Forest information

» Electric line Information

Digital world
- Connected ubiquitous world

- Connected public services
» Voice control

- Connected public safety
»  Voice control

- Connected public healthcare
»  Voice control

- Connected mobility
> Voice control

- Connected smart city

- Connected smart buildings and homes
- Connected smart grid

- Connected smart energy systems

- Connected smart logistics

- Connected smart utilities

- Connected digital educations

- Connected smart economy

- caching, artificial intelligence
= bIOCkChaIn c+« ASASERVICE

Other challenges in 10T concepts
architecture of 10T sensors
harmonization of loT sensors
1terfaces for network and platform:s
security architectures of 1oT
license policy of 10T
updating, managements
millions of 10T sensors
cyber attacks ..
1anges in the communications
lexible joining services; walking,
ar, train, market places, stadiums,..
icell, picocell, femtocell
'nergy, capacity and cost efficiencie
ow power systems and devices
:nd to end cyber security

service chains are complicated



SMART CITY SERVICES (PART OF SMART SOCIETY), SERVICE WHOLENESSES

M2M World of Connected Services
The Internet of Things

Consumer &
Home

IEC uses this as a I i 5
frame of reference in Pumps, Montors °
Standardization Telemedicios, e Pumps,Valves,Vats, Conveyors, Pipelines Tols etc.
Motors, Drives, Converting, Fabrication
Beecham
Research Assembly/Packaging, Vessels/Tanks, etc.
Boston | London info@beechamresearch.com +44 (0)845 533 1758 www.beechamresearch.com

And also:

- 1AM

- Cyber security

- Information security

- Legistlation

- Quantum computing

- Quantum communications
- Quantum environment

- QuantumseGUKIRy (QKD)
- Business World



SMART CITY SERVICES (PART OF SMART SOCIETY), SERVICE WHOLENESSES,
(WEARABLE TECHNOLOGIEYS)

World of Wearable Technology Applications:
Towards Function With Style
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World of Wearable Technology Applications Beecham Recearch Ldt. &

Wearable Technologies AG 2014 (modified):

Sector: Business operations
Applications:
Logistics
Knowledge Share
Information Access
Customer Services
Access Control

Sector: Security and Safety
Applications:
Military
Emergency Services (Police,
Boarder Guards, Resque)
Identity Recognition
Rescue / Tracking
Environment Supervision
Supervision of the Radiation

Sector: Medical
Applications:
Vital Signs Monitoring
In Vivo / Implants
Chronic Disease Monitoring
Brain / Eye Movement

Sector: Communication
Applications:
Personal
Interactive Group
Physical Expression

Sector: Wellness

Applications:
Physiological Monitoring
Weight / Energy Monitoring
Gait / Posture Correction

Sector: Sport and Fitness

Applications:
Sport Performance
Fitness Monitoring
Virtual Coaching
Outdoor Navigation / Tracking
Body Cooling / Heating

Sector: Lifestyle Computing

Applications:
Organiser
Responsive Learning
Interactive Gaming
Data / Media Access
Shared Experience

Sector: Glamor

Applications:
Light Embellishment
Decorative Display
Animated
Reactive Response

10



SMART CITY SERVICES (PART OF SMART SOCIETY)
INFRASTRUCTURE WHOLENESSES

The Internet of Things

Tulevaisuuden tieto- ja viestintajarjestelmien toimintaymparist6ja, ns. dlykaupunkiymparisté (Smart City Concept).
(Googletechinfo, http://www.googletechinfo.com/internet-things)

11
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SMART CITY SERVICES (PART OF SMART SOCIETY)
IEC ROLE IN THE 10T (2017),
SMART GRID

12



FIGURE 1: Global internet device installed base forecast
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Sources: Gartner, IDC, Strategy Analytics, Machina research, company filings, Bll estimates
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All Data Created by Category 2011-2020 (Zetabytes)
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© Consumer Images, Voice & Video| 0.1 0.2 0.3 0.4 0.6 1.0 15 2.3 3.5 5.4
& Entertainment & Social Media 0.3 0.5 0.7 13 1.7 2.7 4.3 6.7 10.4 16.2
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Source: © Wikibon 2015, based on Wikibon 2013 Projections
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Prognosis of the increasing energy needs of in d centers with

current systems

X = the electricity of the
equipment + the electricity
of the surrounding

\ hardware + cooling

EPA 2007
estimate

To check:

- energy supply

- electricity supply

- diesel generators

- rectifiers and batteries

- UPS systems

- air conditionings systems

- water cooling

- repeatness

—~fuel cells technology (energy cell)

1000 kW

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

100 kW v == | i T
P A‘. .: v Use of wasted heat energy:
LT > i - for district heating
"”,' 15 years ' ‘,' - for residentials area warming
v \ - for greenhouse warming
v - converting to other energy
Electricity

Electricity of surrounding hardware + cooling

EPA = United States Environmental Protection
Agency



Data Centers and energy
(based on informations of Cisco and Taloustieto )

« Information handling efficiency grows 3x in 2 years
» Energy efficiency grows 2x in 2 years

» If we looking for 15 years ahead
— Informations handling grows 2187x
— Energy efficiensy grows 128x
« => Energy needs grows about 17.08x in 15 years

* One research says that total amount of data informations doubles every two
years. We get 50 times more data in the year 2020 than now into our use
(Taloustieto, 30.6.2011)

« The number of the files increases more faster than data. After ten years we have
75x more files in the our use than today.(Taloustieto, 30.6.2011)

« Based on also U.S Environmental Protection Agency ja U.S. Department of
Energy => ENERGY STAR, (EPA), informations



IOT JAVIESTINTAVERKOT
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NETWORK ARCHITECTURE AND RESPONSIBILITIES
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VAHTI —regulations, requirements and instructions Data Centers

SLA- /OLA-requirements for services, reparedness, protections (end to end services)

Integrators responsibilities Energy supply systems, reparedness and protections

in the service chains and Security and kyber requirements for services
value chains Services of Infrastructures, reparedness and protections

Cooperation Cooperation Cooperation
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NEW NETWORK ARCHITECTURE AND RESPONSIBILITIESWITH
NFV/SDN/FOG/EDGE/MEC .-

—_—
7 Satellites

Drones

- . .
_ = Mobile Networks Telecommunications networks

Data Networks I ]
Office FICORA'’s regulations and instructions (Telecommunications companies) =
< Building > L
< >

~ : : . : S
VAHTI —regulations, requirements and instructions Data Centers

SLA- /OLA-requirements for services, reparedness, protections (end to end services)
Integrators responsibilities Energy supply systems, reparedness and protections

in the service chains and Security and kyber requirements for services
value chains Services of Infrastructures, reparedness and protections

FOG
F. EDGE
S MEC
Cooperation Cooperation Cooperation SDN
NFV
DC
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NEW NETWORK ARCHITECTURE AND RESPONSIBILITIESWITH
IOT/NFV/SDN/FOG/EDGE /MEC
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OFFICE BUILDING In the FUTURE (SMART BUILDING INTEGRATION)

Infrastructure
and services
in a office building

Energy

Communications

Management

o)
>
)

Lighting,

Detector of the
moving

Elevators

Fire, Life-safety

and services
/ = / in a office building
) | gﬁz 7
) Z High-speed
/ A Communications
Y //
Wireless
Connectivity
) /
[@ // % Classified
/ A Communication
) L 4 Classified
Rooms
/7 Video
L Conferencing
L
(1oT)
S/ yaun
s
OXC
Y/ ‘
) //m Pro 0 ROO
58
OXC

Reparedness, Protections

DATA CENTER '

OoXC OXC

DWDM NETWORK
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PALVELUIDEN ERIYTTAMINEN

22



A FRAMEWORK OF 3C-ORIENTED SMALL CELL NETWORKS
WITH CACHING

B\ 7
) !

5 Core Network

) _/DWDM

Data Center

-———————6"-——————
=
)
<

Synchronization (< + /- 65 ns) / timing

Caching (terminals, edge, core, data centers) < 1ms
Capacity efficiency

Energy efficiency

Cost efficiency

Electromagnetic levels

Encryption

Classification and priorization of the communications

0-energy

MIMO Concept
Interference: case Indoors — outdoors ~ Aarne Hummelholm, Senior Specialist

Interference: case Indoors (Chief Technical Officer) 23


http://www.apc.com/solutions/us/en/solution/high-density-scalable-air-cooled-large-data-center/

A FRAMEWORK OF 3C-ORIENTED SMALL CELL NETWORKS
WITH CACHING (5G) THE USER'S NEEDS

Healthcare

o®

Banking Healthcare sgrvicgs,

3
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TV, Video, Films

N icik

Infrastruture services

And_mananaments
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= Core Network e
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Synchronization (< + /- 65 ns) / timing

Caching (terminals, edge, core, data centers) < 1ms
Capacity efficiency

Energy efficiency

Cost efficiency

Electromagnetic levels

Encryption

Classification and priorization of the communications

Security,
environmental
things

ence: case Indoors —outdoors  Aarne Hummelholm, Senior Specialist Ministry of
erence: case Indoors (Chief Technical Officer) Environmental



http://www.apc.com/solutions/us/en/solution/high-density-scalable-air-cooled-large-data-center/
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A FRAMEWORK OF 3C-ORIENTED SMALL CELL NETWORKS WITH CACHING (5G),
FOG / EDGE COMPUTING, MOBILE EDGE COMPUTING (MEC),

DEVICES 4

N

CAR
\ 10-20

i

P
] “'
OFFICE

f
\ 10 - 20
LI
1B

WEARABLES,
SECURITY

5-10
)

VN e

4
)
WEARABLES,

4
\ HEALTHCARE |/
5 -15

e

WEARABLES, 3
[ SPORT / FITNESS P

S-S

WE/
\ BUSIN"™

o

ES)

value chains ...

L

BLUETOC™ " '**

Cooperation

(WEARABLESWITH BLUETOOTH)

Integrators responsibilities
in the service chains and‘

USERS

~ T -
\\Managers
«f the

7 -~
/ \
| » \ Information to citizens .....
/ U —_— ¥
1 ' == - Shopping Tt~ l
/ 1
@ Infrastruture services | - N d
= ) o _ l
| Video, Films, Musik, TV, ... ) I
k==—> And so on, .... I JUSEcasE
a APPLICATIONS,
| Rz l FOG/EDGEjOMPUTI\JG _
WITH MICR
| Bluetooth (> v. 5‘.0) SECMENTATION
| BLOWPAN (CCN) S
I Wifi/Lifi | /
Wigig 1 1/
I ZigBee | : ” ’i tybterveys-jal
| pCell - b | sairaanhoitoy
l coe 1 a — .
: | 1% Ilg cli';lr;jeded touse - information. Tevel 11 | Kaniil_als_en I
1-2m 1 | “ pankki- ja
Cell . : :
I 10m Radius I : > Isitneededtouse | information, level I | I laingrasiat yul
| -~ 100 I, remotely m 1 -
| > Istheinformation | CORE NE /VRF VPN | !
1 ) Kitical ; \
| : > s the information |
| I | neededtorecord ! re
| : > Is the information : R\ YLOAD INSPECTION 1
1 I i needed for 1 TION SECURITY: \ Q?DD.:;:I"
\ SLA- /OLA-requirements for services, reparedness, protections (end to end services) \
I iervice chains, value chains \ I
1 2nergy supply systems, reparedness and protections
: . j /
I security and kyber requirements for services \
/ services of Infrastructures, reparedness and protections \ /
/
y - NI\
7 i classified '
N | v Y
S " OWPAN, Wifi/Lifi, Zig2ee, flelly e - oo : -
< |, SDMN, SON Cooperation

Cooperation

INTEGRAATIOT

“ION

DA77

VHRVSK AVTAVAT

PALVELUVAYLA


http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwju6avxkcnQAhXDWiwKHf8XBd8QjRwIBw&url=http://www.domstechblog.com/picking-out-a-laptop-in-2015/&psig=AFQjCNE51pxBa6DitnPU2BhXg-F3QbNZqQ&ust=1480342994501117
http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwiP8tieksnQAhVIFywKHUESAeIQjRwIBw&url=http://www.pcadvisor.co.uk/test-centre/tablets/best-cheap-tablet-best-budget-tablet-10-best-cheap-tablets-2016-2017-uk-3412038/&bvm=bv.139782543,d.bGg&psig=AFQjCNHD4AdRDySIQoPjgO4Oo9a8spg30g&ust=1480343147422049
http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjyg5CwlMnQAhXEiSwKHQJrADIQjRwIBw&url=http://neurogadget.net/2016/06/23/samsung-galaxy-j5-and-j7-do-they-have-marshmallow-yet/33845&bvm=bv.139782543,d.bGg&psig=AFQjCNHyPQQ7q6fMicCNFLVksRdyUg4OmA&ust=1480343733606084
http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwju6avxkcnQAhXDWiwKHf8XBd8QjRwIBw&url=http://www.domstechblog.com/picking-out-a-laptop-in-2015/&psig=AFQjCNE51pxBa6DitnPU2BhXg-F3QbNZqQ&ust=1480342994501117
http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwiP8tieksnQAhVIFywKHUESAeIQjRwIBw&url=http://www.pcadvisor.co.uk/test-centre/tablets/best-cheap-tablet-best-budget-tablet-10-best-cheap-tablets-2016-2017-uk-3412038/&bvm=bv.139782543,d.bGg&psig=AFQjCNHD4AdRDySIQoPjgO4Oo9a8spg30g&ust=1480343147422049
http://www.google.fi/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjyg5CwlMnQAhXEiSwKHQJrADIQjRwIBw&url=http://neurogadget.net/2016/06/23/samsung-galaxy-j5-and-j7-do-they-have-marshmallow-yet/33845&bvm=bv.139782543,d.bGg&psig=AFQjCNHyPQQ7q6fMicCNFLVksRdyUg4OmA&ust=1480343733606084

ICEBERG

10 %

-




INFRASTRUTUURIEN VIRTUALISOINNIT

28



Architecture of The Future Networks,
Virtualization

Applications

NFV

SD \\ \//%ontroller Orchestration

// \\/\\ NFV

loT / Agcess: Edge / Metro C_:ore Data Cloud
Sensors/ Fixed/ Fixed/Mobile Fixed/ FeiEre Data NEV
Actuators mobile Data Centers Mobile Centers
EDGE/MEC/ EDGE/MEC/ EDGE/MEC EDGE/MEC CLOUD/ FOG/
FOG FOG (Al) FOG/ CLOUD EDGE/MEC

(Al (Al (Al (Al

Physical Infrastructure

29




80%

20%

The distribution of services during the day and night,
the decreasing amount of used energy by profiling, example

We can lower the total amount of used energy:
- Profiling of the data centers

- Profiling of the data networks

- Profiling of the transmission networks

- Profiling of the work stations
- Profiling of the other communications
equipments
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Active nodes of ecosystems and informations flows
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Active nodes of ecosystems and informations flows with AD HOC
groups

Integrations, federations, cooperations, security, ...
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Active nodes of ecosystems and informations flows with AD HOC
groups

Integrations, federations, cooperations, security, ...
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Active nodes of ecosystems and informations flows in hyber
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Ote arkkitehtuurikuvauksesta “Puolustusvoimien viestintaverkon
tavoitearkkitehtuuri 2012” vuodelta 2007 modifioituna

”Yhteisen tietoliikennealustan sovelluksineen pitda skaalautua kaikille viestintaverkon
verkkokerroksille ja antaa mahdollisuus yhteistoiminta-operaatioihin alueella kuin alueella verkon
topologiasta ja verkon osa-alueesta riippumatta horisontaalisesti ja vertikaalisesti taktisten verkkojen
tarpeet huomioiden.

Kun katsotaan NGN-verkon tulevaisuuden topologiaa, turvallisuusviranomaiset joutuvat tekemaan
siviiliverkoista poiketen omaan ratkaisuunsa ns. "ALYKKAAN LIITYNTAVERKKO-OSUUDEN”, jotta JOINT-
operaatiot olisivat viestintaverkon puolesta mahdollisia milla verkon osa-alueella tahansa, jos
valtakunnalliset tuotantoverkon palvelinhotellit tuhoutuvat tai ne menetetaan kokonaan
kriisitilanteessa. Viestintdaverkkoon tarvitaan "sielu” (uusia Middleware -tason palveluja, alya verkon
reunalle), jotka hoitavat asiat automaattisesti kuntoon tilanteessa kuin tilanteessa? Tama “sielu”
loytyy tulevaisuuden kognitiivisista/adaptiivisista tietoliikenneverkoista, joissa on kdytossa joko optista
tai langatonta tiedonsiirtotekniikkaa ja joissa kognitiivisuus/adaptiivisuus on integroituna
ominaisuutena verkossa sisalle.”

Uusi virtuaalinen toimintaymparisto vaatii tilannetajua /-tietoisuutta

= Tarjottavien palveluiden taytyy olla tietoturvallisia ja mukautua / reagoida reaaliaikaisesti virtuaalisen
toimintaympariston muutoksiin.
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PALJON BITORSIA MATKASTA
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TARINA JATKUU...
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MINON OSALTANT MATRA JATKOU
KYBER - JA TIETOTERNISTEN HAASTEIDEN
TUTRIMURSEN POOLELLA ...
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