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Article 8: Protection of personal data

1. Everyone has the right to the protection of personal data concerning him 

or her

2. Such data must be processed fairly for specified purposes and on the basis 

of the consent of the person concerned or some other legitimate basis 

laid down by law. Everyone has the right of access to data which has been 

collected concerning him or her, and the right to have it rectified. 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT

Article 7 Respect for private and family life

• Everyone has the right to respect for his or her private and family life, home 

and communications.
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Big Data Processing
High Volume – High Velocity – High Variety   

Artificial Intelligence (AI): 
Model – Infer – Assess – Predict – Decide 

Machine Learning
Learning – Automation – Model – ‘Think’   
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Anonymisation, De-Identification and 
Pseudonymisation

Data Security

Risk-Assessments on re-identification 
possibilities and potential effects

Risk Mitigation 
Actions





…’adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed;’ (Art 5 (1) c) GDPR)
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…collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; 

1. Purpose need to be defined and specific + lawful (legal basis) 

2. Data can also be processed for compatible purposes 
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…the right not to be subject to a decision 

based solely on automated processing, including profiling, 

which produces legal effects concerning him or her or similarly significantly 
affects him or her. 

Any Decision
Automated 
Processing

Effect

No such automatic decision can rely on processing of special data categories, unless explicit 

consent or substantial public interest laid down by law. 

Safeguards & Rights Implementation





Do we process personal data? 

Are we in the territorial scope of the 
GDPR?

Personal data processing requires:

Process data only in line with the data 
processing principles, and: 

Have a legal basis for the processing 
of personal data. 



De-Identify and Anonymize 

Fair, Lawful, and Specified Purpose

No excessive collection and 
retention

Beware Automatic Decisions with 
(legal) effect! 

Take RISK-Based Approach and 
implement Mitigation Actions 
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