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|. BackgroundandTerms



EU Charter of Fundamental
Rights

Article 7 Respect for private and family life

« Everyone has the right to respect for his or her private and family life, home
and communications.

Article 8: Protection of personal data

1. Everyone has the right to the protection of personal data concerning him
or her

2. Such data must be processed fairly for specified purposes and on the basis
of the consent of the person concerned or some other legitimate basis
laid down by law. Everyone has the right of access to data which has been
collected concerning him or her, and the right to have it rectified.

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT



How to process personal data?

The right to privacy and right to personal data protection are Fundamental
Rights in Europe.

* All personal data processing is interfering with individual rights.
» All personal data processing is therefore illegal, unless it can be justified.

GDPR Lawful Grounds for Data Processing (Art 6 (1) GDPR):
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Terms
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Problema: Aland personal data processing



Definition & Classification of Personal Data

‘personal data’

* means any information relating to an identified or
identifiable natural person (‘data subject’);

* an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier

* or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that
natural person; iste:



Data Classification

Special Category of |dentified & Directly Pseudonymized;

Personal Data |dentifiable Indirectly identifiable

Personal data Anonymized Data




What types of Data are
processed?

Risk Mitigation
Actions




Problem 2: Data Minimisation



Data Minimisation Principle

?

- Adequate
- Relevant
- Limited




Problem 3: Purpose Specification



Purpose Specification

1. Purpose need to be defined and specific + lawful (legal basis)
2. Data can also be processed for compatible purposes




4. Automated Decision-Making



Automated Decision-Making
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No such automatic decision can rely on processing of special data categories, unless explicit
consent or substantial public interest laid down by law.




Partll: Conclusions



General GDPR Impact:




Processing Data in Al contexts




Mitigation Actions & Tools




Questions?
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